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3.1
311 IP
128.253.153.54
dip plip
loopback ( slip plip ) IP
loopback port 127.0.0.1
3.1.2.
(subnet) IP (Network Mask)
AND IP
C 255.255.255.0
B (255.255.0.0) NET-2/NET-3
NET-2/NET-3
1 127 255.0.0.0 (Class A)
128 191 255, 255.0.0 (Class B)
192-- 255, 255, 255, 0 (Class C)
loopback slip/plip
3.1.3 (Network Address)
IP AND
255, 255, 255. 0
I P 128. 253. 154. 32
128. 253.154. 0
3.1.4 (Broadcast Address)

XOR
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255.255.255.0
128. 253.154.0 XOR)
128. 253. 154. 255

sniffer
LAN
ID ARP IP
RIP IP
3.15 (Router/Gateway Address)
LAN Internet
1) address
2)
“ g
128.253.154.1
|oopback
PPP
SLIP server

3.1.6 (Nameserver Address)

server daemon(named)
named
loopback

3.2 netcfg
31 (netcfg)

/etc/hosts

tokenring pocket(ATP) PPP SLIP PLIP

ff ff ff ff ff ff
IP protocol

128.253.154.32

PPP
SLIP
(hostname) 1P

name

127.0.0.1 ( loopback )
named manual
IP

Ethernet arcnet

|oopback PPP/SLIP/PLIP
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Save

Quit

Hetwork Configurator

Hosts | Interfaces | Routing |

Hostname: |p00h.redhat.com

Domain: radhat com

Search for hostnames in additional domains:

Nameservers: |[10.0.2.1

\\l—l/'i ‘HI—H

Save | Quit

3-1
3.2.1
3.2.2
HOST /etc/hosts
Done
3-2 /

IP | Hame | Hicknames |

127.0.0.1 localhost
10.0.2.15 | pooh.redhat.com | pooh |

Edit fetc/hosts

I‘I 00215

|pooh.redhat com

Hicknames: |pooh

Done | Cancel |

sl

Audd | Edit | Remove |

1 Save Quit | F
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TCP/IP
3.2.3
Red Hat Linux
Interface 3-3
JI i E =
Names | Hosts |
Interface | | proto | athoot | active |
lo 127.0.0.1 none yes active
ethd 10.0.2.15 none yes active
ethD:0 10.0.2.16 ) yes no

Edit Ethemet/Bus Interface

Device: ethD:0

IP: j10.0218
Hetmask: |255.255.255.U
Hetwrork: 10.0.2.0
Broadcast: 10.0.2.255

® Activate interface at hoot time

Add lf interface configuration protocol ¥ |nane

Done | Cancel |

Choose In
Interface Type:

PPP

SLIP

PLIP

Ethemet

Arcnet

3-3
Add
3-4
netcfg clone “ "
PPP 3-5
PPP PAP
PAP authentication PPP
Customize PPP

Create PPP Interface

Device: ppp0

Use

Phone Mumber: |555- 2524

1 Use PAP authentication

PPP login name: |sandrab

PPP password: fcrashaburd

Done | Customize | Cancel |

i
3-5

Token Ring
Pocket {(ATP)

K Cancel |
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SLIP

Linux

1SLIP

SLIP
chat Done Edit SLIP Interface

SLIP

2.PLIP

PLIP IP IP
boot PPP SLIP PLIP

3. Ethernet Arcnet Token Ring Pocket Adaptor

ethernet arcnet tokenring pocket
Device netconfig
IP Address: IP
Netmask:
IP

Activate interface at boot time:

Allow any user to (de)activate interface:

Interface configuration protocol:

( no)
3.3
Linux
Linux
NE 2000
Linux

3c509 NE2000 etherexpress

3.3.1
NE 2000
Jumpless
Linux Linux
PnP
10

boot
BOOTP DHCP
none
Done Interfaces
Activate
Edit
Accton Linux
NE 2000 Linux
NE2000
NE2000
PnP Windows 95
Jumpless DOS
Jumpless

IRQ
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Jumpless 10 IRQ
NE 2000 Jumpless 10 IRQ
3.3.2
Linux Windows 95 “ "
Windows 95
Linux
Linux Windows 95 “ " Linux
C
Linux Linux
NE 2000
Linux

Linux
et h0: NE2000 card found at 0x300 using |IRQ 05

Linux NE2000
Linux
NE2000 IO 0x300 IRQ 05 Linux
/etc/rc.d/rc.modules NE2000
#/ sbin/ modprobe ne i 0=0x300 # NE2000 at 0x300
# 3C
autoprobe eth0:NE2000 card found at 0x300 using IRQ 05
SMC
Linux SMC Linux Windows 95
SMC digital 21140-AE DEC
21140-AE (
NE2000)
{usr/src/linux
make menuconfig
Network Device Support EtherNet
ISA NE 2000 other ISA cards NE2000/NE1000 | SA support
PCI PCI ethernet adapters
PCI Intel PCI

EtherExpress Pro 100
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make dep
make;
make zlilo
TCP/IP
Linux NE2000 3com
DEC21140
3.3.3 Intel Etherexpress
Linux Etherexpress 16
http://cesdis.gsfc.nasa.gov/linux/drivers/eepro100.html EtherExpress 100B pro
download c
http://cesdis.gsfc.nasa.gov/linux/drivers/ Linux

DEC DC21*4* Tulip chip based cards

3Com PClI Etherlink PCI and EI SA cards

Intel EtherExpress Prol00®rol100+ and Prol0+ PC

3c515 | SA Fast Etherlink card

SMC Et her Power |1 (EPIC/ 100 83c170 chip) driver

Real Tek RTL8129/8139 driver

Lite-On 1 c82c168 PNIC driver (now merged with the Tulip driver)
Macroni x MX98713 and ASI X experimental drivers are now merged with the
Tul i pdriver).

VI A Rhine (VT86C100A and 3043) driver (now released)

W nbondw89c840driver (beta test). Note: this driver was writtenwithout

of ficial

document ati on

Tl Thunder LAN driver (external link -- Caldera/James Banks).

Hewl ett Packard 100VG driver updates (external link -- Yaroslav).

Intel EtherExpress Pro/10 PClI driver (remote |ink)
3c509/3c529/ 3c57I19SA/ MCA/ EI SAt herLinkl |l driver update. The driver now
detects

mul ti ple cards when | oaded as a modul e.

AMD LANCE/ PCnet driver update. The driver is now usable as a |oadable modul e.
Cirrus/Crystal/lBM CS8900 series driver (remote |ink).

PCI NE2000 driver (local page)

PCI NE2000 updates (remote I|ink)

Intel Etherexpress Pro 100

DEC 21X4* based board

3Com EtherLink Il PCI/ElISA (3c590 3c&®B5 3c597 3c900 3c905)

Intel EtherExpress Pro/10 PCI9 Wth i82596 Chip)
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Tl Thunder Lan
PCI NE2000

Packet Engines "Yellowfin" G-NIC

SMC Et her Power |1 (EPIC/ 100 83c170 chip)

Real Tek RTL8129/8139

Internet Newsgroup
Linux

3.3.4

1 1P

Linux IP IP Aliasing
IP Alias Linux /proc/net/
alias types aliases IP Aliasing
IP 192.168.1.1 192.168.1.2 192.168.1.3

# ifconfig eth0:0 192.168.1.2

# route add -host 192.168.1.2 dev eth0:0

# ifconfig eth0:1 192.168.1.3

# route add -host 192.168.1.3 dev ethO:1

2.

slackware 2.0.0

/sbin/modprobe ne i0=0x300 0x330
0x330

#/ et ¢/ conf . nodul e
alias ethO ne
options ne i 0=0x300x330

module
/etc/rc.d/rc.modules
NE 2000 10 0x300

Jusr/src/linux/Documentations/modul es.txt

3.4 IPChains
3.4.1
Ethernet(
Internet

Internet

) |EEE 802.3

Internet
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A
B
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3-6
“ " osl (gateway) ( )
(router) ( ) TCP/IP gateway router
Internet 1P
34.2 IPChains
Linux kernel 2.2.0 ipchains ipfwadm P
IPChains
1P IP
IP Internet IP
IP 192.168.2.0 ethl eth0
1
letc/rc.d/
ipchains.rules

chmod u+x ipchains.rules

/etc/re.d/rc.local

/etc/rc.d/ipchains.rules

2. ipchains.rules

#!/ bin/sh
echo "Starting ipchains firewall rules..."
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# refresh all firewall rules
/sbin/ipchains -F forward
/' sbin/ipchains -F input
/'sbin/ipchains -F output
# setup default firewall rules( )
/ sbin/ipchains -P forward DENY
/sbin/ipchains -P input ACCEPT
/sbin/ipchains -P output ACCEPT
external _interface=a.b.c.d
# setup Loopback interface
/'sbin/ipchains -A input -j ACCEPT -i lo
/sbin/ipchains -A output -j ACCEPT -i lo
# disabling I P spoofing(IP )
/I sbin/ipchains -A input -j DENY -i ethO -s 192.168.0.0/16
/sbin/ipchains -A input -j DENY -i ethO -d 192.168.0.0/16
/sbin/ipchains -A output -j DENY -i ethO -s 192.168.2.0/16
/sbin/ipchains -A output -j DENY -i ethO -d 192.168.2.0/16
/'sbin/ipchains -A input -j DENY -i ethO -s $external _interface/ 32
/'sbin/ipchains -A output -j DENY -i ethO -d $external _interface/ 32
#refuse packets claimng to be to or from the | oopback interface
/sbin/ipchains -A input -j DENY -i ethO -s 127.0.0.0/8
/sbin/ipchains -A input -j DENY -i ethO -d 127.0.0.0/8
/sbin/ipchains -A output -j DENY -i ethO -s 127.0.0.0/8
/sbin/ipchains -A output -j DENY -i ethO -d 127.0.0.0/8
#refuse broadcast address source packets( )
/'sbin/ipchains -A input -j DENY -i eth0O -s 255.255.255. 255
/ sbin/ipchains -A input -j DENY -i ethO -d 0.0.0.0
#refuse multicast/anycast/ broadcast address
/sbin/ipchains -A input -j DENY -i ethO -s 240.0.0.0/3

#forwarding all internal traffic( )
/' sbin/ipcha-im$orwardj ACCEPTi ethl-s 192.168. 2.
192.168.2.0/ 24

#setup | P Masquerading rules(lP )
echo "1" > /proc/sys/net/ipvadl/ip_forward

# add modules for ftp, cuseeme, irc, real audio, etc..
/ sbin/ modprobe ip_masq_ftp

/ sbin/ modprobe i p_masq_quake

/ sbin/ mdprobe ip_masq_irc

/ sbi n/ mdprobe i p_masq_user

/ sbin/ modprobe i p_masq_raudio

#starting | P masquerading (IP )

/sbin/ipchains -A forward -j MASQ -i ethO -s 192.168.2.0/24
1P
/sbin/ipchains -A forward -j MASQ -i ethO -s 192.168.2.3/32

/sbin/ipchains -A forward -j MASQ -i ethO -s 192.168.2.5/32

0-/d2 4
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