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23.1
su
PS df du
fsck
(
23.2
/bin/su root
$
23.3
23.3.1 Linux
Linux Linux
1024

Linux
Linux

512

CUP

SCO XENIX
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Linux

Linux

256
266

13

Linux

XXX

23.3.2

Linux

/dev
acuo
console
dsknn
kmem
mem

Linux
i 64

13 10 10

266
12
256
12

Linux 16 842 762

i XXX

1/0 Linux

/dev/imem cat

Is/dev

cat

10 10

272 384

256 256

17 246 988 288

XXX

/dev
1/0
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mto
rdsknn
rmto

swap
syscon
ttynn
x25

23.3.3 /etc/mknod

23.34

Linux
Linux

Linux

chmod
mem kmem

Linux

swap

/0

1/0

/0

SUID

umask

write
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write
/dev 755
23.3.5 find
find
find / -print
find / -user bob -print
find /usr/bob -perm 666 -print [usr/bob
666 -666 666
find /usr/bob -type b -print /usr/bob
find / -user root -perm -4000 -exec Is-I {} \;
COMMAND
COMMAND \;
find
23.3.6 secure
SUID SGID SUID SGID
23.3.7 ncheck
mount
ncheck
SUID SGID

23.3.8

Linux

/etc/mount

write
Linux
bob
666
777
c
-exec COMMAND \;
COMMAND {} {} find
/etc/passwd /etc/group
i i
-S
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777!
-r
/etc/mount
/dev
SUID/SGID
find secure
umount
755
23.3.9
Linux

/usr/lib/crontab /Linux /etc/rc /etc/inittab

init swapper

letc/permlist
make
Linux
23.4 root
Linux
root
23.4.1
Linux SCO Linux/XENIX
Linux
root
23.4.2 init

Linux

SUID/SGID

/bin  Jusr/bin /usr/lbin /etc/passwd

SUID

“H# Linux

init



China=hubecom

Linux
Linux
2 init /etclinittab
init n n init
0 6 s
init ub 0 [etclinittab root
[etc/inittab
[ letclinittab
23.4.3
Linux gettys
/etclinittab 2
letc/brc  /etc/bcheckrc  /etc/rc* gettys
root
root
23.4.4 shutdown
shutdown shutdown “
gettys
shutdown root shutdown
root
23.4.5 V cron
cron Linux
lusr/lib/crontab
{usr/lib/crontab
cron
letc/rc killall cron
root lusr/lib/crontab
cron crontab
root
23.4.6 \Y/ 2 cron
V 2 cron crontab {usr/lib/crontab
/usr/spool/cron/crontabs crontab

Linux
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23
crontab /usr/lib/cron/cron.allow
crontab crontab
crontab lusr/lib/cron/cron.deny
crontab
cron.allow cron.deny
root crontab crontab
cron.deny cron.alow
cron crontab
root crontab
cron root
root crontab root
root
23.4.7 /etc/profile
root [etc/profile
root
23.5 /etc/passwd
/etc/passwd Linux
root
LOGNAME PASSWORD UID GID USERINFO HOME SHELL
UuiD GID
HOME
/bin/sh
23.5.1
/etc/passwd
steve xyDfcc
Trtl80x My 8 0 0 admin / /bin/sh
restrict pomJk109Jky4l 1 O O admin / /bin/sh
pat xmotTVoyumjls 0 0 admin / /bin/sh
steve 4 restrict 2 pat
passwd_esc

=0 /=1 0-9=2-11 A-Z=12-37 a-z=38-63
/etc/passwd
passwd
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passwd o
23.5.2 UID GID

letc/passwd  UID uiD
uiD ulD
UID root bin uucp
/etc/passwd

23.6 /etc/group

/etc/group /etc/passwd
GID /etc/passwd
/etc/group

letc/passwd letc/group

/etc/group
newgrp

passwd Jusr/lib/makekey

. SGID
. SGID

/etc/passwd GID
group
GID uiD 5
5 GID

23.7

23.7.1

0 99 UID

uib

GID

uiD GID
GID

/etc/group

/etc/group GID
UuiD GID

/etc/passwd
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« /etc/passwd
. HOME
» /etc/group
/etc/passwd NOLOGIN
mkdir /etc/ptmp
GID uiD uiD
HOME fusr  /home
23.7.2
letc/passwd /etc/group
HOME
rm -r /usr/loginname
/usr/spool/cron/crontabs crontab
23.7.3
/etc/passwd
ulD GID
uiD GID UuiD GID
uliD GID uiD GID
find
find.-user olduid -exec chown newuid {} \;
find. -group oldgid -exec chgrp newgid {} \;
Jusr/mail/user /usr/spool/cron/crontabs/user
SUID/SGID
SUID/SGID cpio tar
SUID/SGID
SUID/SGID
su root
23.8
find secure SUID/SGID
UID/GID
23.8.1
Linux
uiD
CPU root
acctcom
Jusr/adm/pacct* Jusr/adm/pacct Jusr/fadm/pacctn
n acctcom
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acctcom /usr/adm/pacct? /usr/adm/pacct acctcom
root su root
init init getty login cron root SUID
root CPU
23.8.2
1) du
2) df
3) ps CPU
CPU
4) who
5) su su Jusr/adm/sulog
su root root
6) login login login
login login
23.8.3
find 256
200
SUID find
ncheck find
.profile su
su .profile
e Linux /usr/adm/acct/sum/login
loginlog

* [etc/passwd
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. /etc/wtmp
/usr/adm/sulog login su
23.8.4
root
SUID SGID
. Linux
e /bin /usr/bin Jetc [usr/lib
B sum /bin
sum
PATH
. perms permlist
. Linux /Linux
SUID

Linux sum
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Linux
sum
23.9
23.9.1
. cd
. PATH SHELL
° " /”
. > >>
. exec
.profile
Break Delete
.profile
\Y, Vv 2
env cp In
23.9.2 chroot
chroot
cd
root
bin /bin
passwd Is-I
NOLOGIN
“ ” utmp who
[etc/profile
/dev /dev who
\% Linux login chroot
* login chroot
exec login login
chroot root
root SUID root
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SUID
chroot
/bin

/tmp /etc/termcap /dev/swap /dev/mem

/usr/lib/terminfo  /dev/kmem /dev tty /Linux
23.10
Linux Linux
. Linux
. mount
SUID
SUID/SGID/
Linux
root Linux
. Linux

23.11
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PBX

23.12

Linux
letc/profile PATH

022/026
umask
" ” grep
Umask n ”

SUID/SGID

. SUID SUID

SUID
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lock secure pwexp
[etc/profile
umask

23.13

23.13.1

root
root
root Linux

root ps su
root “ ”

. root su
. PATH
su root PATH PATH

. /bin/su su su su argv[0]
o /bin/su

. root root

w g

. root login login

root root
root
. root
. su su /usr/adm/sulog 600

. root !
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/etc/passwd
su
. login
. su

* Secure perms

SUID
ID/ SUID/SGID
SUID/SGID
Linux root
passwd passwd
spell /etc/passwd
spell
passwd
CPU
uucp
login root
root su
makefile
SUID SGID
ID SUID SGID
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