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, ulD GID
GID

C
root

24.1
24.1.1 1/0

* creat

creat “ [usr/pat/read_write” 0666 /[*

umask

o fstat
stat
* open
C

* read
open

* write
open

24.1.2

1. exec

execl execv execle execve

Linux

0666
creat

read

execvp

uib

C root

*/

uib GID

O 1&0

O_CREAT
umask
1/0
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. UulD GID exec SUID SGID
. exec SUID SGID ulD GID
. exec fentl
exec
2. fork
fork
. UulD GID
3. signa
signal.h
SIG_IGN SIG_DFL
BREAK DELETE
Linux
24.1.3
1.access
0
1
2
3
4
5
6
chmod ulD
GID UulD GID
0: -1
2. chmod
3. chown

uliD GID chown
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SUID
4. stat

st_mode:
st_ino:
st_dev:
st_rdev:
st_nlink:
st_uid:
st_gid:
st_size:
st_atime:
st_mtime:
st_ctime
10
5. umask

2414 UID GID

1 getuid
2 getgid

3 geteuid
4 getegid
5 setuid

ulD ulD
6 setgid

24.2 C

24.2.1 I/0

1. fopen

ﬁ“"““m

SUID SGID
chown
ID
ID
ulD
GID
1
ulD
GID
ulD
GID
SUID
SUID
ulD
ulD SUID
SUID
GID

open
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2. fread getc fgetc gets scanf fscanf
fopen
read
3. fwrite put fputc puts fputs printf fprintf
fopen
write
4. getpass
8
/devitty
5. popen
24.2.2 [etc/passwd
/etc/passwd
1. getpwuid
/etc/passwd uiD
2. getpwnam
/etc/passwd passwd
{usr/include/pwd.h
struct passwd {
char * pw_name; /* */
char * pw_passwd;/* */
uid_t pw_uid; /*UID */
gid_t pw_gid; /*GID*/
char * pw_age; /* */
char * pw_comment; /* */
char * pw_gecos;
char * pw_dir; /* */
char * pw_shell; /* */
h
3. getpwent setpwent endpwent
getpwent /etc/passwd
getpwent
setpwent endpwent
4. putpwent
/etc/passwd

/etc/passnnn nnn  PID
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. [etc/ptmp
[etc/ptmp letc/ptmp
o /etc/passwd [etc/ptmp
e /etc/passwd /etc/opasswd
. /etc/ptmp  /etc/passwd
. /etc/passnnn  /etc/ptmp
/etc
root
24.2.3 /etc/group
/etc/group include
l/usr/include/grp.h group getgrnam
getgrgid getgrent group
1. getgrnam
/etc/group
2. getgrgid
GID
3. getgrent
group
4. setgrent
group
5. endgrent
group
6. getuid
uiD
7. getpruid
getuid uiD uiD uiD
8. getlogin
STDIN STDOUT STDERR
/etc/utmp login who
9. cuserid
getlogin getlogin NULL getpwuid  getuid

10. logname
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11. whoam |
12.id
ulD GID uiD GID ulD GID
24.2.4
1977 1 NBS ADP
DES DES 64BITS 56
1. setkey encrypt
DES
64bits 0 1 setkey
DES 8 56 encrypt
64bits 0: 1
2. crypt
Linux lusr/lib/makekey
crypt crypt {usr/lib/makekey 8 2
salt setkey salt encrypt DES encrypt
25
24.2.5
1. system
/bin/sh
2. popen
system popen
fork exec popen pipe fork
exec
24.3 C
24.3.1
/
. system popen execlp execvp
SUID SGID

chmod

umask 077
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creat "/tmp/xxx",0
file=open "/tmp/xxx",0_RDWR
unlink  "/tmp/xxx"

tmp/xxx
tmp unlink
system popen execlp execvp
PATH SUID
system uliD ulD
execl execv execle execve SUID
PATH system popen
system "PATH=/bin:/usr/bin cd"
execlp execvp
system popen
. IFS
tab IFS / /bin/ed bin ed
. ulD ulD
uiD uiD
24.3.2 SUID/SGID
1 SUID/SGID
2 SGID SUID
3 exec exec system popen
. exec system popen setgid getgid GID
GID
. setgid system popen IFS:
popen “IFS=\t\n;export IFS;/bin/Is","r"
. PATH:
popen "IFS=\t\n;export IFS;PATH=/bin:/usr/bin;/bin/Is","r" ;
. system popen ;
. exec
SGID SGID SGID
SGID
4 SUID SGID 3

root SUID
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5
24.3.3 SUID/SGID
1 SUID/SGID
4755 2755 4111 2111
2 make/install
. make/install SUID/SGID
. SUID/SGID
. makefile SUID/SGID
24.4 root
ubD 0 root
root root SUID uiD
root fork root
1. setuid
root setuid setuid ulD
root ulD
ulD setuid
2. setgid
setgid setuid GID
. setuid setgid UiD GID
uibD GID
* setuid setgid UuiD GID
letc/passwd  /etc/group
. uiD setuid root
root
3. chown
root chown chown SUID / SGID
root chown chown SUID [/ SGID
4. chroot
chroot
/
5. mknod
creat mknod
root mknod
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FIFO root
mknod creat mknod
root mkdir SUID root
mknod /etc/mknod
mkdir mknod
6. unlink
root
unlink root unlink rmdir root
SGID
7. mount umount
root mount umount
mount
/ 0 1 umount
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