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IP
inetd rlogin
“ " NFS « " NIS « »
NFS NIS
netnews
8.1 inetd
daemon daemon
daemon
select(2)
inetd Internet Daemon
/etcl/inetd.conf
inetd “  chargen”
“ daytime”
service type protocol wait user server cmdline
8-1
8-1
service /etc/service letclservices
10
type stream dgram
TCP stream UbDP dgram
protocol protocols
wait dgram wait nowait wait inetd
RPC
wait
nowait
stream nowait

user ID 1D
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()
server internal
cmdline 0
( )
/etclinetd.conf
8-1 /etcl/inetd.conf

#
# inetd services
ftp stream tcp nowait root /usr/sbin/ftpd in.ftpd -1
telnet stream tcp nowait root /usr/sbin/telnetd in.telnetd -b/etc/issue
#finger stream tcp nowait bin /usr/sbin/fingerd in.fingerd
#tftp dgram udp wait nobody /usr/sbin/tftpd in.tftpd
f#tftp dgram udp wait  nobody /usr/sbin/tftpd in.tftpd /boot/diskless
login stream tcp nowait root Jusr/sbin/rlogind in.rlogind
shell stream tcp nowait root /usr/sbin/rshd in.rshd
exec stream tcp nowait root /usr/sbin/rexecd in.rexecd
#
# inetd internal services
#

daytime stream tcp nowait root internal
daytime dgram udp nowait root internal

time stream tcp nowait root internal
time dgram udp nowait root internal
echo stream tcp nowait root internal
echo dgram udp nowait root internal

discard stream tcp nowait root internal
discard dgram udp nowait root internal
chargen stream tcp nowait root internal
chargen dgram udp nowait root internal

finger
tftp tftp “ »
/etc/passwd
X tftp
tftpd
tftpd 8-1 tftp
8.2 tcpd
RTM Internet
tftp finger u ”

inetd
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tcpd Wietse Venema
wietse@wzv.win.tue.nl daemon
TCP tepd daemon
UDP
finger daemon inetd.conf

# wrap finger daemon
finger stream tcp nowait root /usr/sbin/tcpdin.fingerd

finger
/etc/hosts.allow  /etc/hosts.deny
tcpd biff.foobar.com
finger hosts.deny hosts.allow
hosts.allow
hosts.deny hosts.deny
servicelist: hostlist [:shellcmd]
servicelist hostlist 8-2
8-2 servicelist hostlist
servicelist letc/services ALL finger tftp
“ ALL EXCEPT finger tftp”
hostlist 1P ALL LOCAL UNKNOWN ALL
LOCAL /etc/hosts
UNKNOWN
.foobar.com biff.foobar.com
1P hosts_access
finger tftp /etc/hosts.deny

/etc/hosts.allow
in.tftpd. in.fingerd: ALL EXCEPT LOCAL, .your.domain

shellcmd shell

in.ftpd: ALL EXCEPT LOCAL, .vbrew.com :
echo "request from %d@%h" /var/log/finger.log:
if [ %h != "vlager.vbrew.com" 1; then
finger -1 @%h /var/log/finger.log
fi

%h %d tcpd hosts_access
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8.3
“ ” “ " REC
/etc/services

service port/protocol [aliases]

service port protocol

udp tcp
aliases
services

# The services file:
#
# well-known services
echo 7/tcp # Echo
echo 7/udp i
discard 9/tcp sink null # Discard
discard 9/udp sink null i
daytime 13/tcp # Daytime
daytime 13/udp i
chargen 19/tcp ttytst source # Character Generator
chargen 19/udp ttytst source #
ftp-data 20/tcp # File Transfer Protocol (Data)
ftp 21/tcp J# File Transfer Protocol (Contr
telnet 23/tcp # Virtual Terminal Protocol
smtp 25/tcp # Simple Mail Transfer Protocol
nntp 119/tcp readnews # Network News Transfer Protoco
#
# UNIX services
exec 512/tcp # BSD rexecd
biff 512/udp comsat # mail notification
login 513/tcp # remote login
who 513/udp whod # remote who and uptime
shell 514/tcp cmd # remote command, no passwd use
syslog 514/udp # remote system logging
printer 515/tcp spooler # remote print spooling
route 520/udp router routed # routing information protocol

echo 7 TCP UDP 512

UDP COMSAT daemon xbiff(1x) TCP
rexec(1)
services networking services

IP /etc/protocols
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ip 0 IpP # internet protocol, pseudo protocol number
icmp 1 ICMP  # internet control message protocol

igmp 2 IGMP  # internet group multicast protocol

tcp 6  TCP # transmission control protocol

pup 12 PUP # PARC universal packet protocol

udp 17 UDP # user datagram protocol

idp 22 1IDP # WhatThis?

raw 255 RAW # RAW IP interface

8.4
- “ " Remote
Procedure Call RPC RPC Sun
RPC (NFS) (N1S)
RPC RPC
RPC
RPC
1
RPC RPC
letc/rpe
#ident "@(#) rpc 1.11 95/07/14 SMI" /* SVr4.0 1.2
*/
#
# rpc
#
rpcbind 100000 portmap sunrpc rpcbind
rstatd 100001 rstat rup perfmeter
rusersd 100002 rusers
nfs 100003 nfsprog
ypserv 100004 ypprog
mountd 100005 mount showmount
ypbind 100007
walld 100008 rwall shutdown
yppasswdd 100009  yppasswd
etherstatd 100010 etherstat
rquotad 100011 rquotaprog quota rquota
sprayd 100012 spray
3270_mapper 100013
rje_mapper 100014

selection_svc 100015 selnsvc
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database_svc 100016
rexd 100017 rex
alis 100018
sched 100019
1lockmgr 100020
nlockmgr 100021
x25.inr 100022
statmon 100023
status 100024
ypupdated 100028 ypupdate
keyserv 100029 keyserver
bootparam 100026
sunlink_mapper 100033
tfsd 100037
nsed 100038
nsemntd 100039
showfhd 100043 showfh
ioadmd 100055 rpc.ioadmd
NETTicense 100062
sunisamd 100065
debug_svc 100066 dbsrv
ypxfrd 100069 rpc.ypxfrd
bugtraqd 100071
kerbd 100078
event 100101 na.event # SunNet Manager
logger 100102 na.logger # SunNet Manager
sync 100104 na.sync
hostperf 100107 na.hostperf
activity 100109 na.activity # SunNet Manager
hostmem 100112 na.hostmem
sample 100113 na.sample
x25 100114 na.x25
ping 100115 na.ping
rpcnfs 100116 na.rpcnfs
hostif 100117 na.hostif
etherif 100118 na.etherif
iproutes 100120 na.iproutes
layers 100121 na.layers
snmp 100122 na.snmp snmp-cmc snmp-synoptics snmp-unisys snmp-
utk
traffic 100123 na.traffic
nfs_acl 100227
sadmind 100232
nisd 100300 rpc.nisd
nispasswd 100303 rpc.nispasswdd
ufsd 100233 ufsd
pcnfsd 150001
amd 300019 amq
bwnfsd 545580417
fypxfrd 600100069 freebsd-ypxfrd
TCP/IP RPC

TCP UbP



CMM'Mb.CoM

Linux
RPC UDP
UDP TCP
RPC
RPC
portmapper daemon
RPC “ 8
TCP UDP
Berkeley inetd daemon
RPC
rpc.portmap [usr/shin
Red Hat 6 /shin/portmap
85 r
rlogin rsh rcp rcemd

f

# /etc/rpc - miscellaneous RPC-based services

#

portmapper 100000
rstatd 100001
rusersd 100002
nfs 100003
ypserv 100004
mountd 100005
ypbind 100007
walld 100008
yppasswdd 100009
bootparam 100026
ypupdated 100028

portmap sunrpc

rstat rstat svc rup perfmeter
rusers

nfsprog

ypprog
mount showmount

rwall shutdown
yppasswd

ypupdate

/etc/hosts.equiv

RPC
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file.rhosts
NFS 444
NFS
r /etc/hosts.equiv  .rhosts
Janet Gauss Joe Euler
Janet Joe Janet
$ rlogin -1 joe euler
Gauss Janet hosts.equiv
hosts.equiv
.rhosts Janet
Euler hosts.equiv
gauss
euler
-public
quark.physics.groucho.edu andres
Janet Gauss
Janet Joe
“ public”
.rhosts
.rhosts hosts.equiv Euler
.rhosts
chomp.cs.groucho.edu
gauss  janet
Joe chomp.cs.groucho.edu
Euler Chomp Janet Gauss
Joe
hosts
|
n DNS

hosts

Linux SSH

Joe

Joe
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